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Abstract: Ensuring the security of mechanisms used in diplomatic and consular activities in
cyberspace is essential. At the same time, digital development forms a system of new methods and
means of implementing consular protection using the Internet and information and communication
technologies and shows their influence in modern consular practice. The correct application of the
rules relating to various branches of law used in the implementation of consular protection creates a
solid legal basis for the stable development of relations between countries. The article
comprehensively covers these aspects.
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The importance of consular law in international legal relations, like other legal institutions,
is evolving based on the nature of regulatory social relations and the requirements of the Internet
era. Consular right is characterized by the systematic implementation of legal protection and its
close connection with a number of legal branches. The norms necessary for the implementation of
legal protection in consular practice are the basis for the formation of legal social and digital
relations. The correct application of the norms related to various legal branches used in the
implementation of consular protection creates a solid legal basis for the stable development of
relations between countries [1].

The main task of consuls is to protect citizens living in foreign countries. The Internet has
made consular duties easier. Most citizens can easily notify consulates of their address or concerns
through consular websites and e-mails. In addition, the consulate can more conveniently find out
about the requirements and service problems of its citizens through the consulate's website or e-mail
that can be shared with other consulates. Often, e-mail is used as a method of quick communication
with government officials[2]. In addition, in most countries, foreign ministries are equipped with an
Intranet system, so that most of their employees can communicate with each other and share
information. Quick responses and prompts allow consulates to take quick action to meet specific
requests or existing problems[3].

Digital legal relations must create a model of legal regulation that fits this new technological
reality. At the same time, special attention should be paid to its adaptation.

It is a necessary process for traditional law, law and administration to be quickly and
formally assimilated into the new digital conditions of society. It is necessary to know the
following:

- compliance with the specific features of the rules regulating communication on the Internet
(customs, technical standards, etc.),

- the mechanism of legal regulation, the concept of legal relations and issues of legal
responsibility in relation to them;

- digital achievements;

- the legal nature of the smart contract (smart-contract - self-executing contract);

- view artificial intelligence as an object or subject of law;

- cryptocurrencies (the object of rights and measures for the protection of virtual values);

- measures of legal responsibility in the digital law-order.

Practical tools of digital legal relations are also used in consular activities, in particular, they
are used in the processing and preparation of visa documents, direct communication with citizens
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abroad, rapid communication in emergency situations and natural disasters. At the same time,
taking into account all the objective advantages of digital technologies, the development of cyber
relations in practice is close to risks and threats[4]. The Internet is perceived as a channel for the
spread of extremism and terrorism, the implementation of foreign ideology and foreign policy
propaganda, and a means of information warfare. Internet networks are used as a motivational force
when most citizens leave for foreign countries[5].

There is no consensus on how to solve the problem when cyber operations targeting the
buildings of diplomatic missions or consular institutions often come from abroad [6]. States have a
duty to protect buildings on their territory. In accordance with the diplomatic and consular
legislation, the receiving state does not have the obligation to ask for help in this regard, the
obligation to take "appropriate measures" is determined by the measures that provide for the
implementation of its sovereign powers.

It is also noteworthy that there is no state practice supporting the existence of such a right.
There is also no obligation to take preventive measures to protect the premises of a diplomatic
mission or consular post and its cyber infrastructure, unless the receiving State is aware of a specific
threat. Accepting this position, in the event of a known security risk, it is the practice to receive
only special personnel to protect mission or representative premises. mission or post. It should also
be noted that the host country can rely on its own security measures to protect the cyber
infrastructure in the office premises, not the sending country.

Privileges and Immunities. The cyber infrastructure on the territory of a diplomatic mission
or consular institution is protected by the inviolability of this mission or institution. The receiving
state must take all appropriate measures to protect the cyber infrastructure located on the territory of
the diplomatic mission or consular institution of the sending state from intrusion or damage. For
example, if receiving public services learn that the cyber infrastructure within the diplomatic
mission of the sending state has been targeted by cyber operations, the receiving state must use all
reasonable efforts to terminate the offending operations, including: informs about. Similarly, if a
mission's cyber infrastructure is targeted by cyber operations, the host nation must take law
enforcement or other measures proportionate and appropriate to the threat to deter the operations.
This obligation is not absolute. The receiving state is only required to take "all appropriate
measures™ to protect the premises. The level of all appropriate measures is based on, inter alia, the
magnitude of the threat to the premises, the receiving state's level of awareness of the specific
threat, and the receiving state's ability to respond to the situation[7].

The receiving state has the right to choose certain measures to take to fulfill this obligation.

The inviolability of diplomatic mission premises is a basic principle of diplomatic law.
According to him, it is not possible to enter the premises without permission. In addition, property
in the premises of a diplomatic mission is protected from search, requisition, seizure or seizure by
agents of the receiving state without the consent of the sending state.

Application of this provision also covers remote access to cyber infrastructure or otherwise
tampering with or altering data therein, meaning that cyber operations manifesting in cyber
infrastructure on these premises are tantamount to unauthorized access to premises. It is also
confirmed by the special obligation of the receiving state to take all appropriate measures to protect
the premises of the diplomatic mission from any invasion or damage and to assist in the full
implementation of the mission.

Whether online applications to a diplomatic mission by e-mail or in person (for example,
when the website of a diplomatic mission or consular institution allows citizens of the receiving
country to submit online applications for visas to travel to the sending country) are classified as
archives, documents or official correspondence protected by international norms, the issue is
important.

Currently, international customary law does not include the practice of placing a seal of
inviolability on electronic archives, documents or official correspondence of a diplomatic mission
or consular institution[8].
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Most of the experts of international law have expressed the opinion that immunity in such
circumstances corresponds to the object and purpose of diplomatic and consular law, and since the
information is presented for official purposes, it becomes at least a part of archives and documents.
Some experts have argued that such private presentations are outside the scope of protection
because diplomatic and consular rights are limited to relations between states. However, all experts
agree that if, for example, a citizen of the host country posts a comment on a mission's latest post on
a social networking Web site, that comment is not protected because it is publicly available.

Electronic archives, documents and official correspondence of a diplomatic mission or
consular institution are inviolable. The receiving state must allow and protect free cyber
communications of the diplomatic mission or consular post for all official purposes. Treaty and
customary law norms ensure that official diplomatic and consular correspondence and other official
communications from all States "in transit..." are accorded the same protection as the receiving
State. Thus, receiving and third countries are prohibited from intercepting electronic messages in
transit of diplomatic missions and consular institutions. They emphasized the importance of
diplomatic and consular relations in defense and in the activities of the diplomatic mission or
consular institution.

It should be noted that not only the receiving country, but all countries must respect the
inviolability of diplomatic and consular materials of the sending country. If the material is stored in
the building of a diplomatic mission or consular institution, it is protected by the inviolability of the
premises. When this material is off-premises, such as data stored on a private cloud server, it is
protected by the privacy of official correspondence and other communications in transit consistent
with the object and purpose of the privacy principle.

International law requires the receiving state to allow and protect "free communication™ for
all official purposes by the diplomatic mission or consular institution of the sending state. An
international group of experts agreed that this provision reflects customary international law. The
receiving State must permit and protect the cyber communications of the diplomatic mission or
consular post for all official purposes.

As for consular institutions, the right of consular officials to communicate freely with
citizens of the sending state deserves special attention. Therefore, the receiving state cannot, for
example, interfere with e-mail communications between consular officials and citizens of the
sending state on official consular matters.

The premises of a diplomatic mission or consular institution may not be used to carry out
cyber activities that are incompatible with diplomatic or consular functions.

Diplomatic agents and consular officials may not engage in cyber activities that interfere
with the internal affairs of the receiving state or that are inconsistent with the laws and regulations
of that state.

As much as diplomatic agents and consular officials enjoy criminal, civil, and administrative
jurisdiction, they also enjoy immunities for their cyber activities.

Due to immunity from criminal, civil and administrative proceedings of the receiving State,
diplomatic agents cannot be subject to enforcement or judicial jurisdiction for activities that violate
these rules. They can be declared persona non grata, which requires the sending country to take
them back

While in the country, diplomatic agents are immune from the criminal jurisdiction of the
host country for any activity that may be classified as cybercrime under the domestic law of the host
country. This diplomatic immunity is absolute and unconditional. They are also immune from arrest
and exempt from testifying as witnesses.

Diplomatic agents are also immune from the host nation's civil and administrative
jurisdiction over their cyber activities. However, a diplomatic agent may not be immune from civil
or administrative jurisdiction for selling goods online as a private business.

Both the Vienna Convention on Diplomatic Relations and the Vienna Convention on
Consular Relations respectively state that a diplomatic mission and a consular post may install and
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use wireless transmitters only with the consent of the receiving State. At the time of the
development of the conventions, wireless transmitters were mainly used for radio transmission.
According to an international panel of experts, the language of this treaty is somewhat outdated and
its exact translation to cyber technologies is not complete and clear. In particular, experts generally
agree that equipment that emits radio frequency signals only within the perimeter of a diplomatic
mission or consular facility, such as a wireless router, is exempt from the rule. However, experts
agree that as new forms of wireless technology emerge, this principle should continue to require the
consent of the receiving state to install and operate equipment that allows a diplomatic mission or
consular post to transmit communications outside its premises. This includes the installation of all
types of wireless communication equipment (for example, for satellite communication) if their use
could cause harmful interference to wireless communication in the receiving country[9].

If diplomatic or consular material is obtained by a third party (including another country)
and then made available to the public by the third party (for example, as in the Wikileaks incident,
the material is stolen or otherwise misappropriated ri is purchased and placed on the Internet) the
issue of privacy is important. In such cases, immunity is lost, because the object and subject of
immunity is considered to have been lost (the source has been made public and made public).

A separate issue is the protection of property of a diplomatic mission that is not on its
premises, such as mobile phones or laptops outside the premises. As a general rule, such property is
inviolable. Under the 1961 and 1963 Conventions, diplomatic and consular immunity in relation to
property outside the premises is consistent with its object and purpose in this case. The Vienna
Convention on Diplomatic Relations provides immunity to the movable personal property of
diplomatic agents, subject only to exceptions for certain civil or administrative actions. Therefore,
the property of a diplomatic mission is inviolable even if removed from the premises, while the
private property of a diplomatic agent is inviolable regardless of where it is located.

The development of digital relations, the rapid penetration of high technologies into the
daily consular practice requires the consuls to gain awareness, since the new technological social
communication in the consular activity should be considered as the continuity and speed of
communication with citizens [10].

In conclusion, it should be noted that since the beginning of the rapid development of
information technologies, the concept of open government has spread throughout the world - the
ideal issues of transparency and accountability in management have been emphasized. Citizens had
to use state documents and procedures to create an effective inspection system. Over the past years,
this concept has been inextricably linked with the concept of "e-government”, and the common
goals of "open" and "e-government" are to increase efficiency and transparency in providing legal
assistance to citizens, as well as to simplify and improve legislation.

The Internet is becoming an indispensable tool for diplomatic negotiations and
communication with various interest groups. In this new environment, the traditional law of
diplomacy and consular affairs must also evolve through a new interpretation of existing rules. If
some of these rules are insufficient or insufficient to regulate cyber relationships, new rules must be
created. International rules on inviolability of premises, inviolability of documents and archives,
freedom of official correspondence, tax exemptions, and immunity from judicial jurisdiction must
be reinterpreted and applied to reflect the cyber diplomacy environment.
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